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Bitdefender
Cloud Security for M5Ps

Powered by machine learning algorithms perfected in years, Bitdefender #1 ranked security is now
available as a complete MSP security suite managed from a single multitenant console with simple
monthly licensing.

Consistently superior protection, performance, and usability,
proven in major independent tests Real-World Protection Test
AV-Comparatives, March, 2017*
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NEXT-GEN SECURITY THAT'S CONSISTENTLY RANKED #1

For more than 8 years Bitdefender has perfected machine learning algorithms, providing adaptive layered endpoint security that
consistently ranks first for protection and performance. Bitdefender's combined antivirus/antimalware and endpoint security
technologies are highly efficient even against sophisticated ransomware or 0-day attacks thanks to its layered defenses which include:
Machine Learning, Advanced Anti-Exploit, Continuous Process Monitoring, Content and Device Control or Web Filtering.

POWERFUL BUT LIGHT

Achieving a high level of protection is key for security solutions but it's also very important to avoid slowing down machines or
generating false positives that can cause headaches for customers and support engineers. Bitdefender leads rankings not only for
detection but also for performance, demonstrating the smallest possible impact on protected systems out of all tested solutions and
winning the AV-Test Best Performance Award in 2014, 2015, and 2016.

SIMPLIFIED DEPLOYMENT
No security server is ever needed, reducing expense and hassle. In addition, Bitdefender Cloud Security for MSPs, automatically
uninstalls competitive endpoint solutions and provides a mass remote deployment mechanisms for fast and simple rollout.

SIMPLE MONTHLY LICENSING
Dynamic monthly billing allows you to pay for just the endpoints or mailboxes that you have active each month, letting you manage
expenses and cash flow. If you prefer, a yearly license can also be provided.

CONNECTWISE INTEGRATIONS

Bitdefender's Cloud Security for MSPs connects the Bitdefender Control Center to a ConnectWise account simplifying your ticketing and
billing. The integration includes:

+  Setting up the ticketing service for different types of security events

+  Setting up the billing service

+ Importing ConnectWise companies to Bitdefender Control Center

ConnectWise

certified

* http://chart.av-comparatives.org/chart1.php?chart=chart2&year=2016&month=8&sort=1&zoom=3
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ADAPTIVE SECURITY LAYERS (INCLUDED IN THE MSP ENDPOINT SECURITY OFFER WITHOUT ADDITIONAL CHARGES):

You can activate some or all of the security layers and modules below to prevent even the most sophisticated threats:

Complete Antimalware and Antivirus — Bitdefender provides an of malicious behavior and is able to detect and block attacks and
advanced combination of Antivirus/Antimalware so you only need  malware that eluded other security layers.
one security solution, mitigating security breaches, simplifying

deployments and reducing expenses. Web Filtering and Search Advisor — Bitdefender blocks phishing or
malicious websites and displays search ratings signaling trusted

Machine Learning Threat Prevention — With more than 8 years and untrusted pages.

of experience and 7 patents, Bitdefender has perfected Machine

Learning algorithms to block elusive new threats with minimum Content Control — Keep employees safe and boost productivity

false positives. with application control and URL blocking by category or schedule

and using a configurable block/allow exclusions table.
Advanced Anti-exploit — Bitdefender advanced anti-exploit not only . . _ .
provides protection from known exploits, trying to hijack popular Device Controll - Threats are often !ntroduced into the company via
programs, but also against new ones, by focusing on attack removable devices. Bitdefender device control allows you to choose

techniques. which devices and device types will be allowed to run and which
will be blocked or scanned automatically.

Continuous Process Monitoring — Bitdefender Advanced Threat

Control (ATC) continuously monitors running process for signs

OPTIONAL BITDEFENDER MSP SERVICES MANAGED FROM THE SAME CONSOLE (BILLED SEPARATELY):

Exchange Security and Antispam - Consolidate endpoint and MS Exchange email security and antispam into one console with
Bitdefender. The optional billable service available for Bitdefender MSP partners includes email antimalware with behavioral detection,
antiphishing, attachement and content filtering, and antispam helping you keep customers productive and safe from email threats.

NEW Full Disk Encryption - The Bitdefender console is now the one stop shop, not only for protecting your customers' endpoints

from malicious software or targeted attacks but also for compliance reporting and encryption key recovery. Prevent compromise of
confidential data when laptops are stolen and help customers demonstrate compliance with HIPAA, GDPR, or other regulations using the
new optional service now available with monthly billing for MSPs. Bitdefender Full Disk Encryption leverages proven native mechanism
provided by Windows (BitLocker) and Mac (FileVault) to ensure compatibility and performance. It's easy to manage or restore keys from
the console as well as generate encryption reports.

SIMPLIFIED MANAGEMENT

Multi-tenant console and flexible roles — Administer all customers in a state-of-the-art cloud management console using granular
security policies and role-based user access rights.

Granular policies, reports and alerts — The multi-tenant console enables MSPs to apply different policies for companies or specific
groups. A quick status is available through the dashboard or predefined reports.

Optimized Bandwidth Consumption — With the security relay mechanism, external traffic is minimized by using the local network to
distribute updates or deploy new clients.

Simple usage-based licensing — We invoice MSP partners based on the total number of computers protected each month, maximizing
your cash flow and making it fast and efficient for you to provision new endpoints on the fly.

Try Bitdefender Cloud Security for MSPs now! Free trial and more information available on our website:
http://www.bitdefender.com/business/cloud-security-for-msps.html
CONTACT U.S. Business Sales by phone: (+1) 954 776 6262 x 10116

Bitdefender delivers security technology in more than 100 countries through a cutting-edge network of value-added alliances, distributors and reseller partners. Since 2001, Bitdefender has

—— consistently produced market-leading technologies for businesses and consumers and is one of the top security providers in virtualization and cloud technologies. Bitdefender has matched
its award-winning technologies with sales alliances and partnerships and has strengthened its global market position through strategic alliances with some of the world’s leading virtualization

and cloud technology providers.
Bitdefender



